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Yo, Tine Source Destination Protocol Lengt Info
11970-01-05 20:07:31.156000 00:00:00_02:08:02 Broadcast ARP 60 Who has 200.200.200.12 Tell 200.200.200.2
21970-01-05 20:07:31.171000 HuaweiTe b2:19:c6 ©0:00:00_02:08:02  ARP 60 200.200.200.1 is at 54:89:98:b2:19:c6
31970-01-05 20:07:32.203000 200.200.200.2 100.100.100.1 ISAKMP 31 IKE_SA_INIT MID-00 Initiator Request
41970-01-05 20:07:32.281000 100.100.100.1 200.200.200.2 ISAKMP 310 IKE_SA_INIT MID=00 Responder Response
51970-01-05 20:07:32.312000 200.200.200.2 100.100.100.1 ISAKMP 270 IKE_AUTH MID=01 Initiator Request
6 1970-01-05 20:07:32.343000 100.100.100.1 200.200.200.2 ISAKMP 238 IKE_AUTH MID=01 Responder Response
7 1970-01-05 20:07:32.703000 200.200.200.2 100.100.100.1 ESP 126 ESP (SPI=@x5ea6@b81)
8 1970-01-05 20:07:34.718000 200.200.200.2 100.100.100.1 ESP 126 ESP (SPI=@x5ea60b81)
9 1970-01-05 20:07:34.843000 100.100.100.1 200.200.200.2 ESP 126 ESP (SPI=@x708fa7e5)
10 1970-01-05 20:07:35.890000 200.200.200.2 100.100.100.1 ESP 126 ESP (SPI=@x5ea6@b81)
11 1970-01-05 20:07:35.984000 100.100.100.1 200.200.200.2 ESP 126 ESP (SPI=@x708fa7e5) [
12 1970-01-05 20:07:37.031000 200.200.200.2 100.100.100.1 ESP 126 ESP (SPI-0xSeabOb8l) | Tro
13 1970-01-05 20:07:37.093000 100.100.100.1 200.200.200.2 ESP 126 ESP (SPI=0x708fa7e5) e e

5 packet(s) r
00% p t
nd-trip min/a

Frame 1: 60 bytes
Ethernet II, Src:

on wire (480 bits), 6@ bytes captured (48 bits) on interface ©

©0:00:00_02:08:02 (00:00:00:02:08:02), Dst:
Address Resolution Protocol (request)

Broadcast (ff:ff:ff:ff:

£F:FF)

mulator has not been start

e to use PC Simulator!

Press Ctrl C t
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1 1970-81-85 20:097:31.156000 ©00:00:00_02:08:82 Broadcast ARP 6@ Who has 200.200.200.1? Tell 2060.200.200.2

2 1970-81-85 20:07:31.171000 HuaweiTe b2:19:c6 00:00:00_02:08:02 ARP 60 200.200.200.1 is at 54:89:98:b2:19:c6

3 1970-81-85 20:07:32.203000 200.200.200.2 1e@.1e0.108.1 ISAKMP 310 IKE_SA_INIT MID=0@ Initiator Request

4 1970-81-85 20:07:32.281000 100.100.100.1 200.200.200.2 ISAKMP 310 IKE_SA INIT MID=0@ Responder Response

5 1970-81-85 20:07:32.312000 200.200.200.2 166.106.108.1 ISAKMP 270 TIKE_AUTH MID=01 Initiator Request

6 1970-81-85 20:07:32.343000 100.100.100.1 200.200.208.2 ISAKMP 238 TKE_AUTH MID=01 Responder Response

7 1970-01-85 20:07:32.703000 200.200.200.2 1ee.1e0.108.1 ESP 126 ESP (SPI=@x5eat@b8l)

8 1970-81-85 20:07:34.718000 200.200.200.2 19@8.100.108.1 ESP 126 ESP (SPI=0x5eabBb8l)

9 1970-81-85 20:07:34.843000 160.100.100.1 200.200.200.2 ESP 126 ESP (SPI=0x708fa’eb)

10 1970-91-85 20:07:35.890000 200.200.200.2 16@.100.108.1 ESP 126 ESP (SPI=0x5ea6Bb81)

11 1978-91-85 20:87:35.984000 100.100.160.1 200.200.200.2 ESP 126 ESP (SPI=0x708fa7eb)

12 1978-91-85 20:87:37.031006 200.2008.200.2 1e@.1e0.108.1 ESP 126 ESP (SPI-0x5ea6Bb81)

13 1976-01-85 20:87:37.0693008 160.106.1606.1 2006.200.200.2 ESP 126 ESP (SPI-0x788fa7e5)
< >
> Frame 7: 126 bytes on wire (1888 bits), 126 bytes captured (1008 bits) &

> Ethernet II, Src: 00:80:00_02:03:02 (P0:00:00:82:08:02), Dst: HuaweiTe b2:19:c6 (54:89:98:b2:19:ch)
~ Internet Protocol Version 4, Src: 200.200.200.2, Dst: 100.100.100.1
g1ee .... = Version: 4
. 8181 = Header Length: 20 bytes (5)
Differentiated Services Field: @x@@ (DSCP: CS@, ECN: Mot-ECT)
Total Length: 112
Identification: 8x@608 (8)
Flags: 6x0do0@
Time to live: 255
Protocol: Encap Security Payload (58)
Header checksum: @x622b [validation disabled]
[Header checksum status: Unverified]
Source: 2080.200.200.2
Destination: 100.1006.100.1
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1 1970-01-85 20:07:31.156000 00:00:00_02:088:02 Broadcast ARP 6@ Who has 200.200.200.1? Tell 200.200.200.2

2 1970-01-85 20:07:31.171000 HuaweiTe_b2:19:c6 ©0:00:00_02:08:02 ARP 60 200.200.200.1 is at 54:89:98:b2:19:c6

3 1970-01-85 20:07:32.203000 200.200.200.2 100.100.100.1 ISAKMP 310 IKE SA INIT MID=0@ Initiator Request

4 1970-01-85 20:07:32.281000 100.100.100.1 200.200.200.2 ISAKMP 310 IKE_SA_INIT MID=0@ Responder Response

5 1970-01-85 20:07:32.312000 200.200.200.2 1ee.100.100.1 ISAKMP 278 IKE_AUTH MID=01 Initiator Request

6 1970-01-85 20:07:32.343000 100.100.100.1 200.200.200.2 ISAKMP 238 IKE AUTH MID=01 Responder Response

7 197@-81-85 20:07:32.7036000 200.200.200.2 1008.100.108.1 ESP 126 ESP (SPI=-Bx5eab@b81)

8 1970-01-85 20:07:34.718000 200.200.200.2 100.100.100.1 ESP 126 ESP (SPI=Bx5ea68b81)

9 1970-01-85 20:07:34.843000 100.100.100.1 200.200.200.2 ESP 126 ESP (SPI-@x708fa7e5)

1@ 197@-01-85 20:07:35.890000 200.200.200.2 100.100.100.1 ESP 126 ESP (SPI=Bx5ea68b81)

11 1970-01-85 20:07:35.984000 100.100.100.1 200.200.200.2 ESP 126 ESP (SPI=@x70@8fa7e5)

12 197@-01-85 20:07:37.031000 200.200.200.2 100.100.100.1 ESP 126 ESP (SPI=Bx5eab8b81)

13 1970-01-85 20:07:37.0893000 100.100.100.1 200.200.200.2 ESP 126 ESP (SPI=0x70@8fa7e5)
< >
> Frame 7: 126 bytes on wire (1008 bits), 126 bytes captured (1008 bits)
> Ethernet II, Src: 00:00:00_02:08:02 (00:00:00:02:08:02), Dst: HuaweiTe b2:19:c6 (54:89:98:b2:19:¢6)
> Internet Protocol Version 4, Src: 200.200.200.2, Dst: 100.100.100.1
v Encapsulating Security Payload

ESP SPI: 8x5eab@b81 (1587948225)
ESP Sequence: 1
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5.4 IPSec SA @ I 5EHE2 JEIEWMEIN A esp MhSCRIEAT I AL . Psec X &R AT 0
W) AP AR AR E B . AR X TP W R 5 53 (payload) #E4T 1
Jonaes i i T A U] S 6 AN TP B T I %, SR A 1P R B — > &bk B AL
fi—Ff. IPsec. pacp HUf LA 8 A 1 BEE A dE AT .

6. B i 3R Hodhe e s s R B s

EnchiladaZ{3EER

BI8UE

| B

siips. ESPSL mups. | PR

' l
R N

SPI  Seq# 7 Eg B



T ATHMER A ESP B, WETERER, FBRE I THE.
& Vireshare

Frame 7: 126 bytes on wire (1808 bits), 126 bytes captured (1088 bits)
Ethernet IT 00:00:00 02:08:02 (90:00:00:02:08:82), Dst: HuaweiTe b2:19:c6 (54:89:98:b2:19:c6)
v Internet Protocol Version 4, Src XEXES PN i #iR0 1Pk

0168 Version: 4

. 8101 = Header Length: 20 bytes (5)

Differentiated Services Field: ©@x8@ (DSCP: CS@, ECN: MNot-ECT)

Total Length: 112

Identification: ©0x0008 (@)

Flags: ©x0000

Time to liwe: 255

[ Protocel: Encap Security Payload (5@) f=———> 50, #M_EEHiNMESP

Header checksum: 8x622b [validation disabled]

[Header checksum status: Unverified]

Source: 200.200.200.2

Destination: 10@.100.180.1
v Encapsulating Security Payload

I?s% SPI: @x5eabBbBl (1587948225) | &S MEsI

[ESP Sequence: 1 f—— mpis, nrmamFmib=mss

Src:

89 98 b2 19 c6 0@ 60 0@ 92 08 02 03 00 45 00
70 00 00 00 00 ff 32 62 2b cB <8 ¢B 02 64 64
81 5e ab @b 81 0@ 6@ 8@ @1 bd 19 9d 8d 71 96
84 c4 cf f6 b8 91 21 51 eb c@ ac dc e2 be eb
€l 2c bc 6b 69 56 e> 7e ab ab> 32 48 c4 7c bf
34 a5 84 49 b8 4d <@ 64 .-
Se 78 16 S5b 5f cb 8d 82 tHIBYd- "x-[_
87 56 2a 28 94 bb >7nveps WE -

Fo.: 7 - Time: 19701

5 20-07:32 703000 - Source: 200.200.200.2 - Destinstion: 100,100 100.1 - Protocol: ESP - lensth: 126 - Info: ESP (SPI=Or5est0bSl)
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