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This XML file does not appear to have any style information associated with it. The documenttree is
shown below.

—<Error>

<Code>AccessDenied</Code>
<Message>The bucket you access does not belong to you.</Message>

<Requestld>5DC288A1B41F133534BE55F5</Requestid>

<Hostld>csdn-img-blog.oss-cn-beijing.aliyuncs.com</Hostld>

</Error=
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10.

000000000

192.168.247.128

192.168.247.2

79 Standard query ©x7c89 A img-b

2 0.000052708 192.168.247.128 192.168.247.2 DNS 79 Standard query ©x690f AAAA img
3 0.001765214 192.168.247.2 192.168.247.128 DNS 79 Standard query response 0x690f
4 0.002462414 192.168.247.2 192.168.247.128 DNS 550 Standard query response @x7c@9
7 0.024880415 192.168.247.128 36.249.73.239 TCP 54 41724 — 443 [ACK] Seg=1 Ack=1
8 0.026676715 192.168.247.128 36.249.73.239 TLSV1.. 571 Client Hello
9 0.027343937 36.249.73.239 192.168.247.128 TCP 60 443 — 41724 [ACK] Seq=1 Ack=51
10 ©.653395030 36.249.73.239 192.168.247.128 TLSvl.. 1514 Server Hello
11 9.053428291 192.168.247.128 36.249.73.239 TCP 54 41724 — 443 [ACK] Seqg=518 Ack=
12 0.053473776 36.249.73.239 192.168.247.128 TCP 1514 443 - 41724 [PSH, ACK] Seq=146
13 ©.053481852 192.168.247.128 36.249.73.239 TCP 54 41724 — 443 [ACK] Seg=518 Ack=
14 0.053500620 36.249.73.239 192.168.247.128 TLSvi.. 394 Certificate, Server Key Exchan
15 ©.653506173 192.168.247.128 36.249.73.239 TCP 54 41724 — 443 [ACK] Seq=518 Ack=
16 ©.055222159 192.168.247.128 36.249.73.239 TLSv1.. 147 client Key Exchange, Change Ci -
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5 0.002920983 192.168.247.128 36.249.73.239 74 41724 — 443 [SYN] Seq=0 Win=64
7 0.024880415 192.168.247.128 36.249.73.239 TCP 54 41724 —~ 443 [ACK] Seq=1 Ack=1
8 0.026676715 192.168.247.128 36.249.73.239 TLSvI. 571 Client Hello

9 0.027343937 36.2498.73.239 192.168.247.128 TCP 60 443 — 41724 [ACK] Seg=1 Ack=51
10 0.053395030 36.249.73.239 192.168.247.128 TLSv1 1514 Server Hello

11 ©.053428291 192.168.247.128 36.249.73.239 TCP 54 41724 — 443 [ACK] Seq=518 Ack=
12 0.053473776 36.248.73.239 192.168.247.128 TCP 1514 443 — 41724 [PSH, ACK] Seq=146
13 0.053481852 192.168.247.128 36.249.73.239 TCP 54 41724 — 443 [ACK] Seq=518 Ack=
14 0.0535006260 36.2498.73.239 192.168.247.128 TLSv1 394 Certificate, Server Key Exchan
15 0.053506173 192.168.247.128 36.249.73.239 TCP 54 41724 — 443 [ACK] Seq=518 Ack=
16 0.055222159 192.168.247.128 36.249.73.239 TLSVL 147 Client Key Exchange, Change Ci
17 ©.055432024 36.249.73.239 192.168.247.128 TCP 60 443 — 41724 [ACK] Seq=3261 Ack
23 0.077580647 36.249.73.239 192.168.247.128 TLSvl 365 New Session Ticket. Chanae Cip.
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2. S5 A nl N B
6.0.024843186  36.249.73.239  192.168.247.128 TCP 60 443 - 41724 [SYN, ACK] Seq=0 Ack=1 Win=6424@ Len=0 MSS=1460
3. TCP/IP ZRIBT58 /%

7 0.024880415 192.168.247.128 36.249.73.239 TCP 54 41724 - 443 [ACK] Seg=1 Ack=1 Win=64240 Len=0

4. Client Hello 5%, &/'umKIEFENLECT+E CRl LSRR IS 5 v2:

8 0.026676715

192.168.247.128 36.249.73.239 TLSvI..

571 Client Hello

9 0.027343937
[

36.249.73.239 192.168.247.128 TCP

~ Transport Layer Security
= TLSv1.2 Record Layer: Handshake Protocol: Client Hello
Content Type: Handshake (22)
Version: TLS 1.0 (8x8301)

Length: 512

~ Handshake Protocol: Client Hello
Handshake Type: Client Hello (1)
Length: 508

Version

» Random: |099dbc5aac040842114bfcbc51ec9e36c9816e62264fdcEs..

TLS 1

.2 (0x0303) | SZIFHIHYERE

60 443 — 41724 [ACK] ¢

- EFERARE

Session ID Length: 32
Session ID: 6300bcl6c2cb6cel®@216c682475617T35fe7fed4r75c4a005..
Cipher Suites Length: 28
= Cipher Suites (14 suites)

Cipher
Cipher
Cipher
Cipher
Cipher
Cipher
Cipher
Cipher
Cipher

Lok N SN

Suite:
Suite:
Suite:
Suite:
Suite:
Suite:
Suite:
Suite:
Suite:

[ ITE R

5. JR%5%% ACK N

BT HEEMIERHA

TLS_AES_128_GCM_SHA256 (0x1301)

TLS_AES_256_GCM_SHA384 (0x1302)

TLS_CHACHA20_POLY1305_SHA256 (0x1303) ZiSAUNNZE;xL

TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256 (0xc02b)
TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256 (0xc02f)
TLS_ECDHE_ECDSA_WITH_CHACHA20_POLY1305_SHA256 (@xcca9g)
TLS_ECDHE_RSA_WITH_CHACHA20_POLY1305_SHA256 (Gxcca8)
TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384 (©xc02c)
TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 (0xc030)
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9 9.027343937 36.249.73.239 192.168.247.128 TCP 60 443 - 41724 [ACK] Seg=1 Ack=518 Win=64240 Len=0

6. Server Hellofr's, FR55&%AIEBEHLACT HEPEXUTASCFRFRIINETT A, X BRI 2
TLS ECDHE RSA WITH AES 128 GCM SHA256
10 0.053395030

36.249.73.239 192.168.247.128 TLSvl..

1514 Server Hello

11 ©.053428291

12 0.053473776

13 ©.053481852
{

192.168.247.128 36.249.73.239 TCP
36.249.73.239 192.168.247.128 TCP
192.168.247.128 36.249.73.239 TCP

- Transport Layer Security
~ TLSv1.2 Record Layer: Handshake Protocol: Server Hello
Content Type: Handshake (22)
Version: TLS 1.2 (0x0303)

Length: 74

~ Handshake Protocol: Server Hello
Handshake Type: Server Hello (2)

54 41724 — 443 [ACK]
1514 443 - 41724 [PSH,
54 41724 — 443 [ACK]

BRs5=R R RYRBHEL2
AT HEEREA

Session ID Length: ©

[Cipher Suite: TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256 (0xc02f)|f@iANZEEi%

Compression Method: null (0)
Extensions Length: 30

7. Certificate: HRZ5#3KIZH CHIAHFM CA HIFHIET;
Server Key Exchange: 1F% ) uifi T 4f % 4t il % Fr % 4H
Server Hello Done: Server Hello 45K



14 0.053500620 36.249.73.239 192.168.247.1 TLSvI1.. 394 Certificate, Server Key Exchange, Ser Hello Don
15 ©.053506173 192.168.247.128 36.248.73.239 TCP 54 41724 — 443 [ACK] Sel

» Frame 14: 394 bytes on wire (3152 bits), 394 bytes captured (3152 bits) on interface @
» Ethernet II, Src: Vmware_f0:80:57 (00:50:56:T0:80:5T), Dst: Vmware_c4:d3:f5 (00:0c:29:c4:d3:75)
» Internet Protocol Version 4, Src: 36.249.73.239, Dst: 192.168.247.128
» Transmission Control Protocol, Src Port: 443, Dst Port: 41724, Seq: 2921, Ack: 518, Len: 340
» [3 Reassembled TCP Segments (2867 bytes): #10(1381), #12(1460), #14(26)]
~ Transport Layer Security
~ TLSv1.2 Record Layer: Handshake Protocol: Certificate
Content Type: Handshake (22)
Version: TLS 1.2 (0x8383)
Length: 2862
~ Handshake Protocol: Certificate
Handshake Type: Certificate (11)
Length: 2858
Certificates Length: 2855
- Certificates (2855 bytes)
Certificate Length: 1682
» Certificate: 3082068e30820576a0030201020210807cc642414bac5e3f0.. (id-at-commonName=*.csdnimg.cn,id-at-organization
Certificate Length: 1167
» Certificate: 3082048b30820373a00302010202100546fe1823f7e1941d.. (id-at-commonName=GeoTrust RSA CA 2018, id-at-orga

8. client_key_exchange: ZZ#t DH 5VENISEL, U2 5 v AR 55 ity (6 AR SRIE BB EH I8 ik
—.
change cipher spec: % /)'Ufi/xi% Change cipher (%5
Encrypted Handshake Message: A& HIRIFRINE S — N, & finish {55

16 0.055222159 192.168.247.128  36.249.73.239 TLSvi. 147 Client Key Exchange, Change Cipher Spec, Encrypted Handshake Message
17 0.055432024 36.249.73.239 192.168.247.128 TCP 60 443 — 41724 [ACK] Seq=3261 Ack=611 Win=64240 Len=0
23 0.077580647 36.249.73.239 192.168.247.128 TLSvi. 365 New Session Ticket, Change Cipher Spec, Encrypted Handshake Message
24 0.077604066 192.168.247.128 36.249.73.239 TCP 54 41724 — 443 TACK] Sea=611 Ack=3572 Win=62780 len=0

q
~ Transport Layer Security
- TLSv1.2 Record Layer: Handshake Protocol:
Content Type: Handshake (22)
Version: TLS 1.2 (@x0303)
Length: 37
~ Handshake Protocol: Client Key Exchange
Handshake Type: Client Key Exchange (16)
Length: 33
» EC Diffie-Hellman Client Params
~ TLSv1.2 Record Layer: Change Cipher Spec Protocol:[Change Cipher Spec]
Content Type: Change Cipher Spec (20)
Version: TLS 1.2 (©x0303)
Length: 1
Change Cipher Spec Message
~ TLSv1.2 Record Layer: Handshake Protocol:|Encrypted Handshake Message|
Content Type: Handshake (22)
Version: TLS 1.2 (@x0303)
Length: 46

Handshake Protocol: Encrypted Handshake Message

9. New session ticket: HZN T ZEAHFIEITET, WLMRSZE T,
change_cipher_spec: HR%5#% /&% Change cipher /5%
Encrypted Handshake Message: /&i% FXHRRINEE 1 26— /N EdE
Application Data: Z#E N J5 i)

23 0.077580647 36.249.73.239 e 365 New Session Ticket, Change Cipher Spec, Encrypted Handshake Message, Applicatlon Data
24 0.077604066 192.168.247.128 9.73.2 TCP 54 41724 — 443 [ACK] Seq=611 A 2780 Len=0
31 0.197194690 102.168.247.128  36.249.73.239 TLSvL. 231 Application Data
“ »
~ Transport Layer Security
~ TLSv1.2 Record Layer: Handshake Protocol:[New Session Ticket]
Content Type: Handshake (22)
Version: TLS 1.2 (0x8303)
Length: 186
~ Handshake Protocol: New Session Ticket
Handshake Type: New Session Ticket (4)
Length: 182
» TLS Session Ticket
- TLSv1.2 Record Layer: Change Cipher Spec Protocol:[Change Cipher Spec|
content Type: Change Cipher Spec (20)
Version: TLS 1.2 (0x8303)
Length: 1
change Cipher Spec Message
~ TLSv1.2 Record Layer: Handshake Protocul:|Encrypted Handshake Message
content Type: Handshake (22)
Version: TLS 1.2 (0x@303)
Length: 40
Handshake Protocol: Encrypted Handshake Message
~ TLSv1.2 Record Layer:|Application Data Protocol: http2
Content Type: Application Data (23)
Version: TLS 1.2 (0x8303)
Length: 64
Encrypted Application Data:|db6a20d@738edc18823e97h200c4507a1d0875231d41235d...
(= AANARY 2 1 > ==
10. 5545 K3% Encrypted Alert {55, S5AGETE
146 0.247026097 192.168.247.128 123.157.149.32 TLSv1.. 77 Encrypted Alert
y, ) >
1. TCP/TP PUIRAEF, Wriff g%
55 7.440224723 36.249.73.239 192.168.247.128 TCP 60 443 — 41724 [ACK] Seq=4914 Ack=1208 Win=64239 Len=0

59 7.462399246 192.168.247.128 36.249.73.239 TCP 54 41724 — 443 [ACK] Seq=1208 Ack=4915 Win=62780 Len=0



