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:“Documents and Settings“AdministratorXipconfig

Jindows IP Configuration

Ethernet adapter jEﬁE%F¥§=

Connection—specific DNS Suffix

IP Address. . . . . . . . . . . . *= 192_168.247.1688
Subnet Mask = 255.255.255.8
Default Gateway = 192.168.247.2

=L

C:“Documents and Settings“Administrator>ipconfig

Windows IP Configuration

Ethernet adapter ﬁﬂh'ﬁ_:—% H

Connection—specific DMES Suffix . :

IP fAddves=. . . _ . . . . . . . . : 192_168_247_288
Subnet HMaszk = 255.255.255.8
Default Gateway = 192.168.247.2
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[ smtp.pcapng [Wireshark 1.10.0 (S¥H Bev 49790 from /trunk-1.10)]
Hle Edit Yiew Go Capture Analyze Statistics Telephony Took Internals  Help

coam|BEERE| Qe29F7L [DE QQQA0N #YB % B

Filter:

jExprass)nn Clear  Apply  Sewe

Info

o 1 0 5
.155745001592. . . . . . 250 2.6.0 <56691E8A6D054OC09F0128762498E949@7tem7b406db564

15604000152

.15725900 152. 168.

.15729800 192.168.
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{ pop.pcapng  [Wireshark 1.10.0 (S¥H Rev 49790 from ftrunk-1.10)]
Fle Ecit WYiew Go Capture Analyze Statistics Telephony Tools Internals Help

e@1wﬁl@f&%%@\@‘@@Q:?&IEEIQQ@B\EE'@%I@

jExpressxan.. Clear  Apply  Save

Filter:

] 0 UIT

200 FOF 142 s: +0K microsoft windows POP3 service version 1.0 <1156328167T

TCP 60 pop3 > accord-mgc [FIN, ACK] Seq=l005 Ack=63 win=64172 Len=0
54 a rd-m [AC i Le

0 I I d-mg [FI J A T

22 0.00611300152.168.247.100 192.168.247. 200 TCP 60 pop3 > accord-mge [Ack] Seq=1006 Ack=70 win=84172 Len=0

/ ] 1! £ .
18 0.00585700192.168.247.100 192.168.247.
19 0.00586200152.168.247.100 152,168,247, 200

—.  SMTP W &E4HT
1. ZBFHlE TCP =R F AR S e i 7 | i+

1 0.000000 192.168.247.200 192.168.247.100 TCcP 62 1204 + 25 [SYN] Seq=0 Win=642408 Len=0 MSS=1460 SACK_PERM=1
2 8.8080254 192.168.247.100 192.168.247.208 TP 62 25 » 1284 [SVII, Aﬂ(] Seq=0 Ack=1 Win=64240 Len=0 MSS=1460 SACK_PERM=1
3 0.800273 192.168.247.200 192.168.247.100 TCcP 54 1204 -+ 25 [ACK] Seg=1 Ack=1 Win=64248 Len=@
- _ N
2. JMRZ AR 220 KRR LG
4 8.668461 192.168.247.168 192.168.247.260 SMTP 17e|5: 2208| 7ten7-b4B6db564
> KL 7AN
3. BN ARSS 2K H 51,
5 B.000667 192.168.247.200 192.168.247.1680 SMTP 75 C: HELO 7ten7bd4@6db564
6 B.080847 192.168.247.108 192.168.247.200 SMTP 99 $: 258 7ten7-b4B6db564 Hello [192.168.247.258]
s e .
4. BPHUE VFIRSS w8 W2 IR LF ) KI5
7 B.801016 192.168.247.208 192.168.247.100 SMTP 83 C: MAIL FROM: <testl@test.com>
8 0.801378 192.168.247.1600 192.168.247.200 SMTP 93 5: 250 2.1.0 testl@test.com....Sender OK
N .
5. B PHLAS VR IR S 28 e 2 MR F B Rl
9 0.001428 192.168.247.200 192.168.247.160 SMTP 81 C: RCPT TO: <test2@test.com>
18 ©.0620338 192.168.247.100 192.168.247.200 SMTP 81 S: 250 2.1.5 test2@test.com

6. 11-F MG R K& s
12-JIR %5 31k [F] 354 RARTERFZ AN, I HERRF LATRF (CCRLF>. <CRLF>) fEN
HRn4 R
13-2 P LIRSS 48 A3 T 434 21 AR
14-JIR 55 25 1) 2 P HLIR [B] 7 B0 208 5 BUBT FH R e )



11 @.80249% 192.168.247.200 192.168.247.10@ SMTP 6@ C: DATA
12 @.805199 192.168.247.100 192.168.247.200 SMTP 1ee s: Start mail input; end with |<CRLF>.<CRLF>|
- 13 @.805353 192.168.247.200 192.168.247.10@ SMTP 488 C: DATA fragment,[434 by'tE]

14 @.154673 192.168.247.188 192.168.247.208 TCP 68 25 » 1284 [ACK] Seg=274 Ack=518 Win=63723 Len=0

15 0.154709 192.168.247.200 192.168.247.100 SMTP/I... 59 from: "testl” <testl@test.com», subject: test, (text
16 @.155745 192.168.247.100 192.168.247. 200 SMTP 141 5: 258 2.6.9 <B6691E8A6DB540C@9FO12B762498E949@7ten?
17 @.155826 192.168.247.200 192.168.247.10@ SMTP 6@ C: QUIT

18 @.156048 192.168.247.100 192.168.247.200 SMTP 118 S: 221 2.8.9 7ten7-bd@6db564 Service closing transmis

21 0.157267 192.168.247.200 192.168.247.100 TCP 54 1284 + 25 [ACK] Seq=530 Ack=426 Win=63816 Len=0
22 9.157298 192.168.247.100 192.168.247.200 TCP 60 25 » 1284 [ACK] Seq=426 Ack=53@ Win=63712 Len=0

[Checksum Status: Unverified]
Urgent pointer: @
> [SEQ/ACK analysis]
~ [Timestamps]
[Time since first frame in this TCP stream: 8.154673888 seconds]
[Time since previous frame in this TCP stream: 8.149320808 seconds]

0000 0@ Bc 29 fc ca 64 @@ @c 29 b7 31 cA @8 @@ 4580 --)--d-- )-1---E
0010 0@ 28 @b db 40 B0 80 @6 7e 76 <@ a8 f7 64 <@ aB (@ - ~veo--do
0026 f7 c8 @0 19 04 b4 b9 94 30 82 74 94 5¢ 44 S8 1@
0030 8 eb 86 ad 00 00 OO 0O ©0 @O 00 8O

7. BIHLIA RS g A RARES . RS AR RN L NS P S] (Queued mail for

delivery)
[156.158785 157168247700 157168 247100 SMTP/T- 53 From: "testl” ctesti@test coms, subject: test, (text/plain)
116 9.155745 192.168.247.100 192.168.247.200 SMTP 141 S: 250 2.6.0 <B6691EBA6DOS40CA9FA128762498E949@7ten7b406db564> Queued mail for delivery
17 @.155826 192.168.247.200 192.168.247.100 SMTP 60 C: QUIT
18 8.156040 192.168.247.100 192.168.247.200 SMTP 118 S: 221 2.8.8 7ten7-b4@6db564 Service closing transmission channel

21 0.157267 192.168.247.200 192.168.247.100 TcP 541204 » 25 [ACK] Seq=530 Ack=426 Win=63316 Len=0
22 8.157298 192.168.247.100 192.168.247.200 TCP 60 25 » 1204 [ACK] Seq=426 Ack=530 Win-63712 Len-0

[Time since previous frame in this TCP stream: .001036800 seconds]
TCP payload (87 bytes)
v Simple Mail Transfer Protocol
v Response: 250 2.6.0 <B6691EBAGDOSABCAIFO12B762498E94997ten7ba06dbS64> Queued mail for delivery\r\n
Response code:_Requested mail action okay, completed (250)
Response parameter: 2.6.0 <B6691E8AGDBSABCAIFA12B762498E94967 ten7bdB6dbS64> Queued mail for delivery

8. FPHLAGEIR R IR K, RSG5 a% iR 0] 221 FRIRRS5 45 R

17 9.155826 192.168.247.200 192.168.247.100 SMTP 6@ C: QUIT
18 9.156040 192.168.247.100 192.168.247.200 SMTP 118 5: 221 2.8.@ 7ten7-b4@6db564 Service closing transmission channel

9. MRS SRFNET TCP MY IRET 5 Wit

21 8.157267 192.168.247.200 192.168.247.100 TCP 54 1284 + 25 [ACK] Seq=53@ Ack=426 Win=63816 Len=0
22 8.157298 192.168.247.100 192.168.247.200 TCP 6@ 25 + 1284 [ACK] Seq=426 Ack=53@ Win=63712 Len=0

=. POP3 JRiESHT
1. ZPHLUAL TCP =R F IR 55 48 @ or | iE#

3 0.000281 192.168.247.200 192.168.247.100 TP 54 1205 + 118 [ACK] Seq=1 Ack=1 Win=64248 Len=0
2. RSN POP3 M CLHER LS, AN 1.0
40.000600  192.168.247.100 192.168.247.200 POP 136 S: +0K Microsoft Windows POP3 Service[Version 1.8]<11568281@7ten7-b406db564> ready.
3. BPHLEF test2 MRAH, vHR LR
5 B.000850 192.168.247.200 192.168.247.100 POP 75 C: |USER testl@test.com|
6 8.0681113 192.168.247.108 192.168.247.200 POP 68 S: +0K
7 B.8e1148 192.168.247.200 192.168.247.188 POP 67 C:
8 B.88179% 192.168.247.108 192.168.247.2080 POP 87 5: +0K User successfully logged on
4. B RIRS SR R T HBAE R Ge it Dok, ST as iR [ fFSE 1 3F, 3k 693 57y
9 9.0e2847 192.168.247. 288 152.168.247.100 POP 6@ C: STAT
16 @.882299 192.168.247.168 192.168.247.200 POP 65 5: +0K 1 693

5. B HLLARSS 22K (B A SR AR IR RN, IRES 28R R —HHf:, KAk
693 Ty

11 8.882561 192.168.247.280 192.168.247.160 POP 68 C: LIST
12 ©.002773 192.168.247.160 192.168.247.260 POP 93 5: +0K 1 messages (693 octets)

6. F T HLIE KRGS AR [BIZHEAF I A iSO, RETR 1 R R iR F, ik 55 a8k [l



OK FRoRse i, HBAFAR/NIL 693 747

13 0.003329  192.168.247.200 192.168.247.100 POP 62 C:[RETR 1

14 0.003612  192.168.247.100 192.168.247.200 POP 769 S: +OK 693 octects
7. B IHLLEIR S A8 B 512 IH R — s s

15 ©.884568 192.168.247.280 192.168.247.168 POP 62 C:

16 ©.885e87 192.168.247.1880 192.168.247.208 POP 85 5: +0K Message marked as deleted

8. B UHUACEIR H R 551 5K

17 ©.005399 192.168.247.100 POP 60 C: |QUIT
18 0.805857 192.168.247.200 POP 142 S: +0K Microsoft Windows POP3 Service Version 1.6 <11568281@7ten7-b406db564> signing off.

9. MRELAZ I HLE TCP VU YR % T W T 32

192.168.247.200
192.168.247.100

20 8.0a5867 192.168.247.200 192.168.247.100 TCP 54 1285 » 118 [ACK] Seq=69 Ack=1886 Win=63236 Len=@

22 9.086113 192.168.247.100 192.168.247.200 TCP 60 118 » 1285 [ACK] Seq=1886 Ack=78 Win=64172 Len=@

. zafid

M WS M Ik /W R AL, T ORISR AN & 77 O 7 B base64 Zfith, AR
ML FI R EIE, &5 SBUE R

14 @.883612 192.168.247.108 192.168.247.208 POP 769 5: +0K 693 octects

15 ©.e84568 152.168.247.208 192.168.247.188 POP 62 C: DELE 1

16 ©.085887 152.168.247.108 192.168.247.208 POP 85 S: +0K Message marked
17 ©.885399 192.168.247.208 192.168.247.188 POP 6@ C: QUIT

18 ©.885857 192.168.247.168 192.168.247.2088 POP 142 S: +0K Microsoft Wind

20 ©.885867

22 9.0866113

192.168.

192.168.

192.168.

192.168.

54 1285 + 118 [ACK] Seg=

68 118 - 1205 [ACK] Seg=

X-OriginalfrrivalTime: 81 Mov 2019 13:04:06.0328 (UTC) FILETIME=[D79E3380:01D590B4]\r\n

Arin

dGVzdA=="\r\n

Arin

\r\n

Ar\n
6220 74 20 Af 75 74 6c 6f 6f 6b 20 45 78 78 72 65 73t Outloo k Expres
G238 73 28 36 2e 30 30 2e 33 37 39 38 2e 33 39 35 39 s 6.88.3 790.3959
B246 Bd ©@a 58 2d 4d 69 6d 65 AFf 4c 45 3a 20 58 72 6F «-X-Mime OLE: Pro
0250 64 75 63 65 64 20 42 79 20 4d 69 63 72 6f 73 6f duced By Microso
G266 66 74 20 4d 69 b6d 65 4Ff Ac 45 28 56 36 2e 3@ 38 ft MimeO LE V6.80
B278 2e 33 37 39 38 2e 33 39 35 39 @d @a 52 65 74 75 .3796.39 59 -Retu
G288 72 6e 2d 50 61 74 68 3a 20 74 65 73 74 31 48 74  rn-Path: testl@gt
298 65 73 74 2e 63 6f 6d @d Ba 58 2d 4f 72 69 67 69 est.com- -X-Origi
f2a0 be 61 6c 41 72 72 69 76 61 6c 54 69 6d 65 3a 20 nalArriv alTime:
G2be 30 31 20 4e of 76 28 32 3@ 31 39 20 31 33 3a 38 @1 Nov 2 @19 13:@
G2ci 34 3a 30 36 2e 38 33 32 38 20 28 55 54 43 29 286 4:86.832 8 (UTC)
G2de 46 49 4c 45 54 49 Ad 45 3d 5b 44 37 39 45 33 33 FILETIME =[D79E33
G220 38 38 3a 30 31 44 35 39 38 42 34 5d 6d Ba @d Ba  808:01D59 @B4A]- - - -
B2f0 64 47 56 7a 64 41 3d 3d ©@d @a @d Pa @d Pa 2e @d |dGVzdA== - - - -- .
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