ki /= 5 R IR KIITE 2 A

—. K%

M Wireshark RIS E - o x
MEE REE AENV BEG BEO SfA) fibe) BEY) ZEw) IRM #EIH)
Adma® RE|R = § B
N | EATTIHEE - Cerl-5 = -] mat | +
FEAEEA Wireshark
TETS
RS A ERISEE - | EREERO -
i Npeap Loopback Adapter fy —
AdiEE 10 —
HifEET 8 _
AEEE 4 —
g 2 —

WLAN _ /
VMware Network Adapter VMnet] A

VMware Network Adapter VMneté /i -—
bR [

FHERT 9

Adapter for loopback traffic capture A \

2
BAES - nld - ERSEE - WENE
IFADEAT Wireshark3. 0.6 (v3.0.6-0-290808357d0E). 554 o

FHE B : Default

7

RN
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Ho. Time Source Destination Frotosol Length Infa port

1 0.000000 Vmuare_co:00:08 Broadcast ARP 42 Who has 192.168.222.2? Tell 192.168.222.1

2 1.128108 Vmuare_co:00:08 Broadcast ARP 42 Who has 192.168.222.2? Tell 192.168.222.1

3 2.800333 Vmuare_c@:00:08 Broadcast ARP 42 Who has 192.168.222.2? Tell 192.168.222.1

4 2.999720 Vmware_c@:080:088 Broadcast ARP 42 Who has 192.168.222.22 Tell 192.168.222.1
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RIS V5 10 F B, EId wireshark 153 V€ #81d E ip.dst eq 112.80.248.75

LlLe st o 12 50 246 7c] [x] -] #igs
Ko Time Seurce Destination Protacol Length Infs port
|-+ 28.395738 10.128.2.12 112.80.248.75 TP 74 Echo (ping) request id-9x0081, seq=1004/62419, ttl-128 (reply in 16507)

29.398261 10.128.2.12 112.80.248.75 P 74 Echo (ping) request 1d-0x90A1, seq-1005/60675, ttl-128 (reply in 16518)

30.409538 10.128.2.12 112.50.248.75 TCHP 74 Echo (ping) request 1d-0x0081, seq-1006/60931, trl-128 (reply in 16520)

33.911688 10.128.2.12 112.80.248.75 TCHP 74 Echo (ping) request id=Bx8081, seq=1007/61187, ttl=128 (reply in 16589)

61.461800 10.128.2.12 112.80.248.75 TCP 54 26145 -+ 443 [ACK] Seq=1 Ack=1 Win=132096 Len=0 26145,443
61.462267 10.128.2.12 112.80.248.75 TLSv1.2 571 Client Hello 26145,443
61.463555 10.128.2.12 112.80.248.75 TP 54 26144 = 443 [ACK] Seq-1 Ack-1 Win=132096 Len=d 26144, 443
61.464047 10.128.2.12 112.89.248.75 TLSu1.2 571 Client Hello 26144,443
61.479811 10.128.2.12 112.89.248.75 TP 66 26145 + 443 [ACK] Seq=518 Ack-1529 Win=132096 Len-@ SLE-2989 SRE-3703 26145,443
61.479862 10.128.2.12 112.80.248.75 TP 54 26145 + 243 [ACK] Seq=518 Ack=3783 Win=132096 Len-8 26145,443
61.484817 10.128.2.12 112.80.248.75 TCP 66 26144 + 443 [ACK] Seq=518 Ack=1529 Win=132096 Len=0 SLE=2989 SRE=3703 26144,443

61.484837 10.128.2.12 112.80.248.75 TCP 51 26144 + 443 [ACK] Seq=518 Ack=3783 Win=132896 Len=2 26144,443

61.484857 10.128.2.12 112.80.248.75 TCP 54 26144 - 443 [ACK] Seq=518 Ack=4850 Win=131584 Len-8 26144, 443
| 618969 0128212 112.80.28.75 TCP 66 [ICP Dup ACK 51240%1] 26185 ~ 443 [ACK] Seq-518 Ack-3703 Win-132096 Len-0 SLE-d8a1 SRE-agse ____2eissaas |
61.484989 10.128.2.12 112.80.248.75 TP 54 26145 + 423 [ACK] Seq-518 Ack=2858 Win=131584 Len=8 26145, 423
61.486066 10.128.2.12 112.80.248.75 TiSv1.2 180 Client Key Exchange, Change Cipher Spec, Encrypted Handshake Message 26144,443
61.486466 10.128.2.12 112.80.248.75 TiSv1.2 180 Client Key Exchange, Change Cipher Spec, Encrypted Handshake Message 26145,483
61.486615 10.128.2.12 112.80.248.75 TLsvl.2 803 Application Data 26144,443
61.486796 10.128.2.12 112.80.248.75 Tisvl.2 67 Application Data 26145,443
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~ Transmission Control Protocol, Src Port: 26144, Dst Port: 443, Seq: @, Len: @

Source Port: 26144 pim]
Destination Port: 443 Bergs0

[Stream index: 25] wiresharkEW B=8

[TCP Segment Len: @] s — BYREE

Sequence number: ®  (relative sequence number) —dr— FE
[Next sequence number: ©  (relative sequence number)]

Acknowledgment number: B HAS

- h: 32 bytes (8) <  LEEE

Window size value: 64240 < .. 64240
[Calculated window size: 6424@] HEEAES

Checksum: 8x75%e [unverified] g o
[Checksum Status: Unverified]

Urgent pointer: @ — EEEHEEEY
> Options: (12 bytes), Maximum segment size, No-Operation (NOP), Window scale, No-Operation (NOP), No-Operation (NOP), SACK permitted IERFER

> [Timestamps] e %=

~
vFlagsiee02 (VW)

Pee. .... .... = Reserved: Not set

.8 ..., ..., = Nonce: Not set < (R

.... B... .... = Congestion Window Reduced (CWR): Not set

vee. JB.. ... = ECN-Echo: Not set

vew. .80 ... = Urgent: Not set

veee o8 oo, = Acknowledgment: Not set

ieee ... B... = Push: Not set - R, RAsyn&Eiu
vese +ax. .B.. = Reset: Not set

B = Fin- Nnt set
[TCP Flags: ----------5-]

2.UDP

{8 F wireshark i € 253 € UDP HliY
1 ety

BIED - migste |+

8o Tine Sowee Bestination Fratocsl Length Tnfs pare
1 0.000000 10.128.2.211 239.255.255.250  SSOP 179 M-SEARCH * HTTP/1.1
9 8.244078 125.39.45.69 10.128.2.12 o1cg 577 0ICQ Pratocal
18 9.244525 10.128.2.12 125.39.45.69 o1cQ 97 0ICQ Protocal
13 9.327259 10.128.2.12 239.255.255.250  SSOP 215 M-SEARCH * HTTP/1.1
15 9.537798 125.39.45.69 10.128.2.12 oIcq 121 0ICQ Protocal
16 9.607892 10.128.2.12 125.138.66.9 uoe 187 1500 - 51413 Len=65
219.771958 10.128.2.211 10.128.2.255 BROWSER 227 Become Backup Browser
221328319 10.128.2.12 239.255.255.258  SSOP 215 M-SEARCH * HTTR/1.1
25 2.328641 10.128.2.12 239.255.255.258 SSoP 215 M-SEARCH * HTTP/1.1
37 3.000916 10.128.2.211 239.255.255.258 SSoP 179 M-SEARCH * HTTP/1.1
48 4.888973 10.128.2.23 239.255.255.258 SSOP 175 M-SEARCH * HTTP/1.1
2437 5.689115 10.128.2.12 95.91.229.282 upp 145 1508 - 20335 Len=-184
2438 5.932820 95.91.229.202 10.128.2.12 uop 352 20335 + 1500 Len-310
2439 6.049633 10.128.2.12 ONS 74 Standard query @xBbd9 A www. google.com
2448 6.050542 10.10.1.2 ONS 338 Standard query response @xBbd9 A wv.google.com A 69.63.199.26 NS ns2.google.com NS nsi.google. com..
2465 6.182027 125.39.45.69 orcg 121 0ICQ Protocol
2520 6.841046 10.128.2.12 NBNS 92 ame query NB <b@><d9><b6><cB<0d>
2521 6.841495 10.128.2.12 MOMS. 72 Standard query 8x2008 A \347\231\276\345\272\246. local, “QM" question
2522 6.842093 felB: :5cfb:76c5: 2. MONS 92 Standard query BxB808 A \347\231\276\345\272\246.local, "QM" question
2523 6.843067 LLMNR B6 Standard guery Bxf822 A \347\231\276)345\272\246
2524 5.843235 224.0.8.252 LLMNR 66 Standard query Bxf822 A \347\231\276\345\272\246
2575 5.844887 MDHS. 72 Standard query Bx8808 A \347\231\276\345)272\246. local, "QM" question
2526 6.844376 MONS. 92 Standard query Bx8808 A \347\231\276\345\2721246. local, "QM" question
2532 6.936873 10.128.2.12 oNs 77 Standard query Bx3336 A www. google.com. hk
2533 6.93957@ 10.10.1.2 10.128.2.12 ONS 351 Standard query response 8x3336 A wv.google.com.hk A 66.220.155.12 NS ns3.google.com KS nsl.google.. .
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v User Datagram Protocol, Src Port: 137, Dst Port: 137
Source Port: 137 +——  Fsl
Destination Port: 137 e N — |- 0B
Length: 58 — e
Checksum: @xf63c [unverified] g j3e47
[Checksum Status: Unverified]

[Stream index: 8] "
[Timestamps] —




