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Ho. Time Source Destination Frotosol Length Infa port

1 0.000000 Vmuare_co:00:08 Broadcast ARP 42 Who has 192.168.222.2? Tell 192.168.222.1

2 1.128108 Vmuare_co:00:08 Broadcast ARP 42 Who has 192.168.222.2? Tell 192.168.222.1

3 2.800333 Vmuare_c@:00:08 Broadcast ARP 42 Who has 192.168.222.2? Tell 192.168.222.1

4 2.999720 Vmware_c@:080:088 Broadcast ARP 42 Who has 192.168.222.22 Tell 192.168.222.1
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B yansats {3 25rE Oyxlesss @ FxreE Ounge DzEmg DN axms OsEmn O ness
hello world1111

A EERT VMware Network Adapter VMnet8 - o x 1
MR WEE WBNV) NG BWO SWA) &) BEY) TEW) IRT EEH)
. @ RE Re=Z2Fs3 Eaqan
2 - el =3 -] Eigs |+
Source Destination Protoscl Length Info port A |
192.168.222.1 224.9.8.251 MDNS 81 Standard query 8x800@ ANY WIN-6QPE@QIQHTA.local, "QM" gquestion
fe80::41ab:a6ad: f. MDNS 101 Standard query 0x8@00@ ANY WIN-6QPE@QIQHTA.local, "QM" question
fe8@::41ab:aba9:f.. MDNS 139 Standard query response @x0888 AAAA fe8@::41ab:aba9:f9df:768a A 192.168.222.1
fe80::41ab:a6ad: f.. LLMNR 95 Standard query @x8e71 ANY WIN-6QPE@QIQHT4
192.168.222.1 MDNS 119 Standard query response Bx0888 AAAA fe8@::41ab:aba9:f9df:768a A 192.168.222.1
192.168.222.1 LLMNR 75 Standard query @x8e71 ANY WIN-6QPE@QIQHT4
192.168.222.1 MDNS 119 Standard query response Bx0888 AAAA fe8@::41ab:aba9:f9df:768a A 192.168.222.1
192.168.222.1 IGMPv3 54 Membership Report / Join group 224.6.8.252 for any sources
feB0::41ab:abad:f.. ICMPvE 90 Multicast Listener Report Message v2
Vmware_c@:08:88 Broadcast ARP 42 Who has 192.168.222.22 Tell 192.168.222.1
Vmware_c0:00:08 Broadcast ARP 42 Who has 192.168.222.2? Tell 192.168.222.1
192.168.222.1 192.168.222.136 Tcp 66 16246 + 88 [SYN] Seq=0 Win=64248 Len=B MSS=1460 WS=256 SACK PERM=1 1624¢
192.168.222.136 192.168.222.1 TCP 66 80 > 16246 [SYN, ACK] Seq=0 Ack=1 Win=64240 Len=0 MS5=1460 SACK_PERM=1 WS=128 8a,1¢
192.168.222.1 192.168.222.136 Tcp 54 16246 + 88 [ACK] Seq=1 Ack=1 Win=1851136 Len=8 1624¢
192.168.222.1 192.168.222.136 HTTP 424 GET / HTTP/1.1 16246
98.344848 192.168.222.136 192.168.222.1 Tcp 54 80 + 16246 [ACK] Seq=1 Ack=371 Win=64128 Len=8 8,16
+— 98.345489 192.168.222.136 192.168.222.1 HTTP 273 HTTP/1.1 208 OK (text/html) 80,16
90.386524 192.168.222.1 192.168.222.136 TCP 54 16246 + 80 [ACK] Seq=371 Ack=228 Win=1050880 Len=0 1624¢
90.391748 192.168.222.1 192.168.222.136 HTTP 356 GET /favicon.ico HTTP/1.1 16246
90.392264 192.168.222.136 192.168.222.1 HTTP 547 HTTP/1.1 404 Not Found (text/html) 8a,1¢
98.433301 192.168.222.1 192.168.222.136 Tcp 54 16246 + 88 [ACK] Seq=673 Ack=713 Win=1856368 Len=0 1624¢
91.132858 Vmware_c@:00:08 Broadcast ARP 42 Who has 192.168.222.2? Tell 192.168.222.1
92.000264 Vmware_c@:08:088 Broadcast ARP 42 Who has 192.168.222.22 Tell 192.168.222.1
93.000410 Vmware_c@:08:88 Vmware_ef:5a: f6 ARP 42 Who has 192.168.222.2542 Tell 192.168.222.1
02 noan1a Vmszna 000 0% Rrnadract ARD A9 Lhn hac 182 1&2 932 9D Tall 103 162 993 1 &2
< >
Keep-Alive: timeout=5, max=188\r\n P
Connection: Keep-Alive\rin
Content-Type: text/html; charset=UTF-8\r\n
Arin
[HTTP response 1/2]
[Time since request: ©.881682000 seconds]
Request in frame: 62
Next request in frame: 66
Hext response in frame: 67
[Request URT: http://192.168.222.136/favicon.ico]
File Data: 15 bytes
~ Line-based text data: text/html (1 lines)
hello world111 Ll .
@ 7 Line-based text data (data-text-lines), 18 =9 SR 132 - 2R 132 (100.0%) BB Default
=]
AT AR BIPNE] T2 http Al tep IR E
‘ 223.453209 192.168.222.1 192.168.222.136  ICMP 74 Echo (ping) request 1d-0x0001, seq-840/18435, tt1=128 (reply in 164) ‘
223.453410 192.168.222.136 192.168.222.1 1cHP 74 Echo (ping) reply  id=0x0001, seq=848/18435, ttl=64 (request in 163)
223.499743 Vmware_c@:080:88 Broadcast ARP 42 VWiho has 192.168.222.22 Tell 192.168.222.1
224456207 162.168.222.1 193.168.222.136 TP 74 Echo (ping) request 1d-0x@@01, seq-841/18691, ttl=128 (reply in 167
‘ 224456780 192.168.222.136 192.168.222.1 ICMP 74 Echo (ping) reply  id=0xP0@1, seq=841/18691, ttl=64 (request in 16§)
224.637641 Vmware c@:00:088 Broadcast ARP 42 Who has 192.168.222.2? Tell 192.168.222.1
275268497 T92.168.222.1 192.168.222.136 TP 74 ECho (ping) request 1d-Ox000l, seq-842/18947/, ttl-1Z8 (reply in 170)
‘ 225.469164 192.168.222.136 192.168.222.1 1cMp 74 Echo (ping) reply 1d=0x08@1, seq=842/18947, tt1=64 (request in 169
225.588212 Vmware_c@:080:88 Broadcast ARP 42 VWiho has 192.168.222.22 Tell 192.168.222.1
‘ 776, 474798 197.168.2272.1 197.168.227.136 TP A Echo (ping) request 1d-0xP001, seq-BA3/19203, TEI=128 (reply in 173) |
g w8222+ ~168222+ e pLy 7 Seq g {req
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XTHT TR — A http B2E4T 70 #r

lo. Time Seurce Destination Protacol Length Info port ¢
88.158114 192.168.222.1 224.8.0.252 LLMNR 75 Standard query 8x8e71 ANY WIN-6QPE@QIQHT4
88.158735 192.168.222.1 224.8.8.251 MDNS 119 Standard query response @x8888 AAAA fe8@::41lab:aba9:f9df:768a A 192.168.222.1
88.499722 192.168.222.1 224.8.0.22 IGMPV3 54 Membership Report / Join group 224.8.8.252 for any sources
88.499791 fe8@::41ab:aba9: f.. ffB2::16 ICMPV6 9@ Multicast Listener Report Message v2
88.999785 Vmware_c@:00:88 Broadcast ARP 42 Who has 192.168.222.22 Tell 192.168.222.1
99.e00345 Vmware_c@:00:88 Broadcast ARP 42 Who has 192.168.222.22 Tell 192.168.222.1
— 98.34311@ 192.168.222.1 192.168.222.136 TCP 66 16246 + 80 [SYN] Seq=0 Win=64240 Len=B MSS=#M60 WS=256 SACK PERM=1 1624€
98.343419 192.168.222.136 192.168.222.1 TCP 66 80 + 16246 [SYN, ACK] Seq=0 Ack=1 Win=g4748 Len=B MSS=146@ SACK PERM=1 WS=128 80,1€
98.343587 192.168.222.1 192.168.222.136 TCP 54 16246 + 80 [ACK] Seg=1 Ack=1 Win=1 36 Len=0 1624€
= 9@8.3438a7 192.168.222.1 192.168.222.136 HTTP 424 GET [ HTTP/1.1 1624€
99.344948 192.168.222.136 192.168.222.1 TCP 54 80 + 16246 [ACK] Seg=1 Ack: Win=64128 Len=8 80, 1€
i~ 98.345489 192.168.222.136 192.168.222.1 HTTP 273 HTTP/1.1 2080 OK (text/html) 80,1€
98.386524 192.168.222.1 192.168.222.136 TCP 54 16246 + 80 [ACK] Seq=371 Ack=220 Win=1858888 Len=0 1624€
98.391748 192.168.222.1 192.168.222.136 HTTP 356 GET /favicon.ico HTTP/1.1 1624€
98.392264 192.168.222.136 192.168.222.1 HTTP 547 HTTP/1.1 484 Not Found (text/html) 80,1€
98.4333e1 192.168.222.1 192.168.222.136 TCP 54 16246 + 88 [ACK] Seg=673 Ack=713 Win=1850368 Len=08 1624€
91.132858 Vmware_c@:00:88 Broadcast ARP 42 Who has 192.168.222.22 Tell 192.168.222.1
92.000264 Vmware_c@:00:88 Broadcast ARP 42 Who has 192.168.222.22 Tell 192.168.222.1
93.e00418 Vmware_c@:00:88 Vmware_ef:5a:f6 ARP 42 Who has 192.168.222.2542 Tell 192.168.222.1
93.000414 Vmware_c@:00:88 Broadcast ARP 42 Who has 192.168.222.22 Tell 192.168.222.1
93.000471 Vmiare_ef:5a:f6 Vmware _c@:8@:88 ARP 42 192.168.222.254 is at @0:50:56:ef:5a:f6
94.132744 Vmware_c@:00:88 Broadcast ARP 42 Who has 192.168.222.22 Tell 192.168.222.1
95.000345 Vmware_c@:00:88 Broadcast ARP 42 Who has 192.168.222.22 Tell 192.168.222.1
95.398087 192.168.222.136 192.168.222.1 TCP 54 88 -+ 16246 [FIN, ACK] Seg=713 Ack=673 Win=64128 Len=8 80,1€
ac 208178 107 1A% 777 1 107 188 777 12R Tro SA 1RIME » R0 TACKT Can=R72 Ark=71/ Win=108036R | an=0 18246
« >
Keep-Alive: timeout=5, max=108\r\n ’
Ml Wireshark - 33#8 64 - VMware Network Adapter VMnets %
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Total Length:
Identification: @xf724 (63268)
v Flags: @x48@@, Don't fragment

Time to live:
Protocol: TCP (6)

4

- Differentiated Services Codepoint: Default (8)

259

...0 000e Pe0O BOEO =

64

= Reserved bit: Not set
= Don't fragment: Set
= Mare fragments: Not set

Fragment offset: @

Frame 64: 273 bytes on wire (2184 bits), 273 bytes captured (2184 bits) on interface @
Ethernet II, Src: Vmware_fa:d5:99 (00:0c:29:fa:d5:99), Dst: Vmware_c0:00:08 (00:58:56:c0:00:08)
v Internet Protocol Version 4, Src: 192.168.222.136, Dst: 192.168.222.1
= Version:
. 8101 = Header Length: 28 bytes (5)
~ Differentiated Services Field: ©x8@ (DSCP: (5@, ECN: Not-ECT)
egee ee. .
Explicit Congestion Notification: Not ECN-Capable Transport (@)
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~ Internet Protocol Version 4, Src: 192.168.222.136, Dst: 192.168.222.1
0108 .... = Version: 4
.. @181 = Header length: 2@ bytes (5)

v Differentiated Services Field: @x88 (DSCP: (S8, ECN: Not-ECT)
0008 @@.. = Differentiated Services Codepoint: Default (@)

...... @0 = Explicit Congestion Notification: Mot ECN-Capable Transport ()
Total Length: 259 >
Tdentification: @xf724 (63268)

~ Flags: ©x4@00, Don't fragment
= Reserved bit: Not set
Ao sees wies oo = Don't fragment: Set
2@ ... .... .... = More fragments: Mot set
...0 DPOD 0POB OGO = Fragment Offset: 0 s ——————————
Time to live: 64
Protocol: TCP (6)

—

Header checksum: @x@4f5 [validation disabled]

[Header checksum status: Unverified] _—
Source: 192.168.222.136 |

Destipnation: 192.168.222.1

2. ARP Lo #T

ARP o 2 A% 0

Saipvd
fEAR20byte, SFERSMEM, —MEfishdbyte

S, SI6ALIEE, FErminternetiEEN—MESRSEZEE, FEIFER

) iﬁ?ﬁ%‘ﬁlﬁﬁﬁ?ﬂd =R RS

ETERSN, R0, ETTR, ERAnfroR, EDTAIETERSEESHET.

R 0= RE—MagEXEE—Ma, MRS ESZ0

HIETFEEE, XEMdEEEEIRESE

TSR AT PN AR

IEERERRRANRE, BEhwiresharkBi xEzMNER, ERERTi%ZEgood, bad.
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i | wen |xm|em|en| ||| siabn | oan | T |
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6 > byte, A IR AN 1, BRI A,
M .4 SN B FR mac Hihk

Y5k

17 6 /> byte, NYR mac Hudik

RS

5 2/ byte, FonamEHEHZEM, T ARP
TR BN ZR U, 12 B E N 0x0806

ffFRA

24> byte, BEFFRAL, 4 1 /2 HI BURIMIRIR

SR

15 FHMAL 257 0x8000 #2& tep

T bk E
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B

4

IR

N1 ENERAL, 2 MmN A

JIETT mac Hidik

KI%TT mac ik

RILTT ip Hidk

RIETT ip Hudik

H#r mac Hulik

H#r mac Huhl, 405 HAR mac K%0, 4H 0 Frid
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4 Ethernet II, Src: IntelCor_27:54:e3 (94:65:9c:27:54:e3), Dst: Broadcast (ff:ff:ff:ff:ff:ff)
> Destination:|Broadcast (ff:ff:ff:ff:ff:ff)| MEEEATPEAHAMACKE %S
> Source: IntelCor 27:54:e3 (94:65:9c:27:54:e3)
[ Type: ARP (0x0806)] arpAgtRiH
4 Address Resolution Protocol (request)
|Hardware type: Ethernet (1) | ForEig LA KSR
protocol type: IPva (0x@800) | ipvAgaERH

Hardware size: 6
Protocol size: 4
Opcode:[request (1)]
Sender MAC| address: IntelCor_27:54:e3 (94:65:9c:27:54:e3)
Sender IP Bddress: 192.168.1.101
Target MAC| address: 00:00:00_00:00:00 (00:00:00:00:00:00) <& | El$0. FIOFk
Target IP hddress: 192.168.1.1 BOh it R mE B Frackt

4 Ethernet II, Src: Shenzhen_Bc:8d:62 (Bc:f2:28:08c:8d:62), Dst: IntelCor_27:54:e3 (94:65:9c:27:54:e3)
> Destination: IntelCor 27:54:e3 (94:65:9c:27:54:93—)) ARPTESR h A E S SARP B 5 th I it
> Source: Shenzhen Bc:8d:62 (8c:f2:28:8c:8d:62)
Type: ARP (B8xB886)
4 Address Resolution Protocol (reply)
Hardware type: Ethernet (1)
Protocol type: IPvd (©x0388)
Hardware size: 6
Protocol size: 4
Opcode: HASH2, TREE— A apAIEEY
Sender MAC address: Shenzhen Bc:8d:62 (8c:f2:28:8c:8d:
Sender IP address: 192.168.1.1
Target MAC address: IntelCor 27:54:e3 (94:65:9¢:27:54:e3)
Target IP address: 192.168.1.181

> FEILERTEM £ 7B ShImactiit

3. ICMP Hh it

icmp & 3CA] LB ping #r 2 SRIMEL, {#H] wireshark i3 icmp ik 3C

(T XIS

Ho. Time Source Destination Protocel Length Info
8.846565 10.128.2.12 69.171.232.21 ICMP 74 Echo (ping) request id=0x@801, seq=896/32771, ttl=128 (no response found!)
13.478859 109.128.2.12 69.171.232.21 ICMP 74 Echo (ping) request 1id=8x@0@01, seq=897/33027, tt1=128 (no response found!)
18.478236 10.128.2.12 69.171.232.21 ICMP 74 Echo (ping) request id=@x@8@1, seq=898/33283, ttl1=128 (no response found!)
51.218588 10.128.2.12 112.80.248.75 ICMP 74 Echo (ping) request id=@x0801, seq=899/33539, ttl=128 (reply in 609@)
51.233422 112.80.248.75 10.128.2.12 ICHP 74 Echo (ping) reply  id-8x@0@1, seq=899/33539, ttl=52 (request in 6089)
52.223284 10.128.2.12 112.80.248.75 ICMP 74 Echo (ping) request id=8x0001, seq=908/33795, tt1-128 (reply in 6182)
52.238514 112.80.248.75 10.128.2.12 ICHP 74 Echo (ping) reply  id=8x@001, seq=900/33795, ttl=52 (request in 6181)
53.229216 10.128.2.12 112.80.248.75 ICMP 74 Echo (ping) request 1id=0x0801, seq=981/34851, ttl=128 (reply in 6695)
53.245208 112.80.248.75 10.128.2.12 TCHP 74 Echo (ping) reply  id-8x@001, seq=961/34851, tt1=52 (request in 6618)
54.232470 10.128.2.12 112.80.248.75 ICMP 74 Echo (ping) request id=8x0001, seq=902/34307, tt1-128 (reply in 6860)
54.248820 112.80.248.75 10.128.2.12 ICHP 74 Echo (ping) reply  id=8x@001, seq=982/34307, ttl=52 (request in 6859)




v Internet Control Message Protocol
Type: 8 (Echo (ping) request)
Code: @

Checksum: @x49d7 [correct]

[Checksum Status: Good]

Identifier (BE): 1 (©x@ea1l)
Identifier (LE): 256 (©x8168)
Sequence number (BE): 98@ (Bx8384)
Sequence number (LE): 33795 (8x8483)
[Response frame: £182]

Data (32 bytes)

icmp echo request & 454

¥ R

Bega Al

bR

7315

icmp 3@ A%

5

(A%E] RLHL AN

AN [A) B SRS, N AN ]

N — H v
3BT —A iemp 3L
v Internet Control Message Protocol
Type: 8 (Echo (ping) request)

Code: B

FRICMpE RS EHRE

2L

50

Checksum: @x49d5 [correct]
Checksum Status: Good

Identifier (BE): 1 (@x@eel)

AN R

Identifier (LE): 256 (@x@188
equence number H i

#REFF, BEXLinuxZ#l, LEWindows=Al

Sequence number (LE): 34387 (@x8683)
[Response frame: 636@]
v Data (32 bytes)

[Length: 32]

FFIS, BEMLinuxE#l, LEAwindowsZ=AL

Data: 6162636465666768696abbbcbdbebf707172737475767761., —

iz

v Internet Control Message Protocol
Type: @ (Echo (ping) reply)

Code: 8

Checksum: 8x51d5 [correct]
[Checksum Status: Good]
Identifier (BE): 1 (@xeeel)
Identifier (LE): 256 (0x8100)

Sequence number (BE): 982 (@x8386)
Sequence number (LE): 34387 (8x8603)

Reguest frame: 6859]
[Response time: 15.558 ms]
v Data (32 bytes)

[Length: 32]

ZEEERAS iemp R

> TEATIE

Data: 6lb2636465666768090abbbcbdbebt/@7172737475767761...

> fiERA—EREL, E—F0



v Internet Control Message Protocol
Type: 11 (Time-to-live exceeded) —_——F mpige wER11, EREH, tER
Code: @ (Time to live exceeded in transit)
Checksum: Bxfdff [correct]
[Checksum Status: Good]
Unused:

Internet Protocol Version 4, Src: 1@.128.2.12, Dst: 172.21.79.153 > B EEFE AR
Internet Control Message Protocol




